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1 . Claims 9- 1 6 are pending. 

2. The response of 5/22/06 has been received and entered. 

Reasons for Allowance 

Claim 9 recites: 

Matayas, US patent 5201000 discloses a method for at least one of generating and 
regenerating an encryption key for a cryptographic method, comprising: 

• Generating a seed S, the seed S being a large random number, only on a side of a 
user by consulting at least one quantity u known only to the user, the encryption 
key C and a public key U being generated from the seed S by using at least one 
predefined deterministic method, where the seed S is the information used to 
generate the key and the quantity u is the passphrase, and C is the private key PRi 
and U is the public key PUi. (Figure 13) & Abstract & (column 4, lines 54 - 
column 5, lines 60) 

• Storing a regeneration information R so that the regeneration information R is 
secured against loss, where R is used to regenerate the key. (Figure 13) & 
Abstract & (column 4, lines 54 - column 5, lines 60) 

• Wherein if the encryption key C is unavailable then the key C is reconstructable 
by the trust center by linking the regeneration information to the seed. (Figure 
13) & Abstract & (column 4, lines 54 - column 5, lines 60) 
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Matayas fails to disclose: 

• Generating a regeneration information R on the side of the user to regenerate the 
seed S and from which the seed S may be derived deterministically by a trust 
center by linking only to a secret information v known to the trust center; 

• Storing the regeneration information R so that the regeneration information R is 
secured against loss 

• Wherein if the encryption key C is unavailable then the seed S is reconstructable 
by the trust center by linking the regeneration information to the secret 
information v. 

Leighton US patent 5647000 further discloses a method where a trust center stores a seed 
(figure 1) which may be used to regenerate a key. 

However neither Matayas or Leighton disclose an embodiment wherein a regeneration 
information is used to regenerate a seed. Typically in the prior art, a seed or variant 
(hashed or encrypted) thereof is used to regenerate a key. To seek to store information to 
regenerate a seed is atypical. A seed is understood in the art to be a piece of information 
from which a key is derived and often takes the form of a large random niunber. A 
search of the prior art of record has not imcovered the step of generating or storing a 
regeneration information on the side of the user from which the seed S may be derived 
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deterministically by a trust center by linking only to a secret information v known to a 
trust center. 

However SSL or secure sockets layer is a protocol well known to those of 
ordinary skill in the art. SSL derives its keys using a master secret which is used to 
derive keys. The master secret is derived from a "pre-master secret" which is generated 
by the client which means it is necessarily stored on the chent side for at least a 
temporary period of time. This pre-master secret may be used to regenerate a seed S, the 
master secret, which is then used in tum to derive keys. Information on this process can 
be found in the SSL 3.0 specification which was created in 1996. 

However, no art of record can be foimd where the seed is may be derived 
deterministically by linking to a secret information known v only to a trust center. Li 
particular, the pre-master secret of SSL can not be derived from a trust center because it 
is generated on the client side through a pseudorandom function. Furthermore, the pre- 
master secret in SSL is discarded after its usage. 

For this reason, claim 9 distinguishes over the prior art and is allowable. 

Claims 10-16 are dependent on claim 9 and are allowable because claim 9 is allowable. 



3. 



Conclusion 

The following art not relied upon is made of record: 
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• Us patent 6345098 discloses a method for improved reliability in generating 
cryptographic variables 

• US patent 6148404 discloses a method where authentication data is generated 
using a seed and secret key and a second seed data is stored. 

• US patent 532 1 749 discloses an encryption device where a password from a user 
is used as a seed for a random number generating towards generating 
cryptographic information 

• "SSL 3.0 specification" Netscape Communications, iSTovember 18^^ 1996. 

4. Any inquiry concerning this communication from the examiner should be directed 
to Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally 
be reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron can be reached on (571)272-3799. 

The Examiner may also be reached through email through Thomas.Ho6@uspto.gov 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (571)272-2100. 

General Information/Receptionist Telephone: 571-272-2100 pax: 571-273-8300 
Customer Service Representative Telephone: 57 1-272-2100 Pax: 57 1-273-8300 
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